The IJARLG

legal regulation of digital rights and freedoms
Mona Mohamad AlAtris AlDesouki

Doctorate in Public Law, Faculty of Law, Mansoura University

Abstract:

The emergence of the idea of digital rights led to the necessity of researching
their legal foundation, such as defining their concept, and this is what all countries,
international agencies, and the United Nations agencies seek, as they continue to
affirm that the rights that individuals enjoy off the Internet are the same as those that
are protected on the Internet. This study also aimed to identify the means of
protecting the individual's rights and privacy from the influence of information, and
the extent to which they can achieve this. To achieve this, we used an explanation of
the modern technical challenges facing personal data and the various legal
mechanisms to protect this right. This right is linked to a number of other rights and
freedoms, such as freedom of opinion and expression, the right to privacy, freedom
to exchange information, and other rights and freedoms. Digital freedom is the right
of individuals to create and publish and use and access digital content, and use any
electronic devices, software or communication networks without restrictions.

Digital freedoms are based on four basic principles: availability, privacy, freedom
of expression, and freedom to exchange information.

Availability here represents the availability of information and devices used, which
cannot be limited to the technical aspect only. Privacy means the ability of
individuals to control the confidentiality of their information and personal data and
to control who has access to this information, whether they are other individuals or
governments. As for freedom of expression, it is one of the basic pillars of the
concept of digital freedoms. The spaces provided by means of communication for
individuals and groups are constantly expanding. This development has established
an environment available for everyone to express their opinions. The concept of
freedom of information circulation refers to the right of individuals to obtain
information held by public bodies by all means - including information technology
means - which in doing so plays the role of overseeing the public interest. Therefore,
information should be available to all members of the public through all means,
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unless There is a vital state interest that requires the confidentiality of this
information, and here freedom of information laws reflect the government's duty to
serve its citizens.
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See: Regulation(EU) 2016/679 of the European parliament and of the council of 27 April 2016

on the protection of persons with regard to the processing of personal data.

Directive 2002/58/CE du Parlement Européen et du Conseil du 12 juillet 2002 concernant ) (3
le traitement des données a caractére personnel et la protection de la vie privée dans le secteur
des communications électroniques ( directive vie privée et communications électroniques),

J.0., no L 201 du 31/07/2002, p. 37 a47.
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Evelyne Beatrix Cleff: op, cit, p. 3, "Unanticipated advertising messages, commonly referred
to' mobile spam' , are considered to bea form of privacy violation".
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